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CyConcerto is an innovative, centralized, strategic cybersecurity management platform which integrates
and coordinates multiple Security Operation Centers (SOCs). Deployed at customers worldwide,
CyConcerto is designed to empower decision makers, SOC operators and analysts to create an
aggregated situational awareness picture from bits of information and cues, spread over different and
often siloed sites and sovereign organizations. The platform assists with the detection and effective
response to potential threats hidden in a flood of uncorrelated and independent streams of information.
CyConcerto serves as the main incident resolution and mitigation system, supporting the management
and allocation of the SOC and other resources.

CyConcerto integrates and fuses various cybersecurity information sources into a single holistic view
to support all SOC services and activities. It centralizes threat analysis and uses advanced adaptive Al
algorithms to build an aggregated situational awareness picture. The platform correlates risk analysis
with real-time monitoring data and predictive threat intelligence. The correlated results generate
updates and alerts that can be easily and effectively shared.

CyConcerto’s open architecture and APIs enable full integration, utilization and leveraging of existing
cyber assets, systems, and information sources.
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KEY FEATURES

* Risk Management - operating a wide range of passive and proactive sensors and scanning tools for
mapping organization assets, vulnerabilities and attack surfaces. Continuous scans for potential
exposure points provide important insights for subsequent mitigation efforts.

* Predictive Threat Intelligence - collecting, analyzing, and fusing cyber threat intelligence to predict
adversarial movements based on historical patterns and intent.

= Monitoring - collecting, structuring and correlating information from all the organization’s sites and
reporting entities, creating a single holistic situational awareness picture.

* Incident Response - correlating and contextualizing all the available information including monitoring
data, threat intelligence and risk analysis; assisting in identifying cross-organization attacks and
incidents. CyConcerto utilizes Al based alert prioritization to generate timely alerts, help coordinate
incident response, prioritize resource allocation, and orchestrate the mitigation efforts.

* Information sharing - fostering information sharing and collaboration between the relevant reporting
entities. Supporting multiple information types and formats to ensure seamless integration with
partner systems.
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