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Data Collaboration Platform

CyShare is a platform providing a secure portal for sharing cyber threat information within an
eco-system. Designed for National Security Operations Centers (NSOC) and central SOC's, defense,
governmental agencies and large enterprises, CyShare provides quick, easy, safe and systematic means
for NSOC and central SOCs to alert its member organizations of new and emerging security risks and
provides tools and best-practice methodologies to prevent and mitigate cyber-attacks. The
dissemination of information between the central SOC and its members is done through Traffic Light
Protocol (TLP) directed to specific individuals, groups, or the whole community. The members can
ubiqguitously access central SOC resources, receive intelligence, use social network, and report incidents
either openly or anonymously. CyShare is the ultimate platform for delivering complete cyber
awareness within the NSOC and central SOC's eco-system.

The CyShare platform is hosted in an isolated private cloud thereby safeguarding its classified
information and maintaining high availability. CyShare is field-proven and in active service.
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KEY FEATURES

CyShare provides an array of features and services:

* Dashboards - a series of dashboards provide rich visualization capabilities and offer a consolidated
view that allows users to easily identify activities, trends, and patterns. Users can maodify or configure
their views relevant to their organizations. Features include personalizing content view, drill-downs,
saving dashboards and more.

» Data Collaboration - SOC sending alerts regarding new incidents and I0Cs (indicator of compromise)
detected, opening incident tickets and enabling anonymous information disclosure; directly
consulting with a professional security analyst at the central SOC, transfer pertinent knowledge
through online news and publications, safely loading malware for forensics analysis, and downloading
cyber secure applications from the App Store. Rich selection of interfaces offers options for searching
external vulnerability and I0C databases, sandbox files, MISP-to-MISP functionality and more.

= User Authorization Management - incorporates a powerful user management system that
determines control of content and type of interface that each user is exposed to.

= Secure Cyber Social Network — within the eco-system through internal email and chat applications
and general or sector-based forum discussions on specific subject matters.

@#=@®  1AI- ELTA GROUP
1 WWW.ALCO.IL
@= MARKET@ELTA.CO.IL



