IAI - Supplier Privacy Notice
[Last Updated: September 15 2026]
As part of the engagement of Israel Aerospace Industries Ltd. and/or ELTA Systems Ltd. (collectively, “IAI”, “we”, “our” or “us”) with third parties that provide us with products or services, we collect and otherwise process information, including personal data (information that identifies an individual or that may, with reasonable effort, identify an individual) (“Personal Data”).
This Privacy Notice is intended to include the notices and disclosures that may be required under applicable data protection laws, including, where applicable, the EU General Data Protection Regulation (collectively, “GDPR”), and the Israeli Protection of Privacy Law, 5741-1981 (“IPPL”).
This Privacy Notice is intended to explain how IAI collects, uses, discloses, and otherwise processes Personal Data relating to representatives of third parties, or to the third parties themselves if they are individuals or sole proprietors (“Supplier(s)” or “you”), as detailed below:
1. Methods of Personal Data Collection: IAI collects Personal Data about Suppliers in several ways: directly from Suppliers in the context of an inquiry to assess the possibility of entering into an engagement, during the engagement process, and on an ongoing basis throughout the term of the engagement as part of the ongoing management of, and interaction with, Suppliers, including in conversations and correspondence between IAI representatives and Suppliers, as well as in connection with Suppliers' use of IAI's supplier portal, available here [link] (“Supplier Portal”). In addition, Personal Data about Suppliers is collected from third parties in connection with the use of the Supplier Portal, as detailed in the Cookie Policy, available here [link].
2. Types of Personal Data: The Personal Data that IAI collects about Suppliers includes the following types of information: contact details, including full name, email address, and mobile phone number; bank account details, to the extent these are the bank account details of an individual, for example, where the Supplier is a sole proprietor; ID number; and technical data collected in connection with use of the Supplier Portal, as detailed in the Cookie Policy, available here [link].
3. Purposes of Use of the Personal Data: IAI will use the Personal Data collected about Suppliers, as described above, for the following purposes: managing engagements with Suppliers, including making payments; complying with legal requirements, instructions from a competent authority, or court orders; carrying out organizational processes and reporting to authorities; conducting background checks on Suppliers and the services provided by them or by the organization they represent; opening a supplier file during onboarding; and documenting and retaining invoices for bookkeeping purposes.
4. Legal Bases for Processing Personal Data: Depending on the applicable law, the main lawful bases for processing your Personal Data are as follows:
(a) Where the GDPR applies: IAI processes the contact details, bank account details, and ID number referred to in section 2 above for the purpose of performing its contract with the Supplier. In addition, IAI processes such Personal Data for security purposes, fraud prevention, and assessing the Supplier's suitability and eligibility, where such processing is based on IAI's legitimate interests. Where required under applicable law, IAI also processes such Personal Data to comply with its legal obligations. To the extent required under applicable law, Personal Data provided by the Supplier in the context of an inquiry or request would also be processed based on the Supplier's consent.
(b) Where IPPL applies: Suppliers are under no statutory obligation to provide IAI with Personal Data about themselves, and any such Personal Data is provided based on the Supplier's consent. However, if certain Personal Data is not provided, IAI may be unable to engage with the Supplier and/or fulfill its contractual obligations, for example, by making payment for the Supplier's services or those of the organization it represents.
5. Disclosure of Personal Data: IAI will not disclose Personal Data about Suppliers to third parties, except in the following cases: to third parties that provide services to IAI, including systems or platforms that assist IAI in managing or implementing its engagement with Suppliers, including the operation of the Supplier Portal; where IAI believes such disclosure is required to comply with legal obligations, conduct legal proceedings, protect its rights or property, protect the rights or property of the Supplier or another third party, safeguard public safety, or prevent or cease illegal, unethical, or potentially actionable activity; and in the event of a corporate change, such as a merger, acquisition, or reorganization, in which all or part of IAI's assets, including Personal Data about Suppliers, are transferred.
6. Security and Cross-Border Data Transfers: IAI will retain Personal Data relating to Suppliers using reasonable and customary security measures, in accordance with its discretion, internal procedures, and applicable law. In addition, Personal Data relating to Suppliers may be transferred to, stored, or otherwise processed in countries outside the country in which it was originally collected. In such cases, IAI will take appropriate measures, in accordance with applicable law, to ensure that such Personal Data receives an adequate level of protection.
7. Rights Under Applicable Data Protection Laws: Depending on the applicable data protection law, a Supplier or anyone on its behalf may have certain rights in relation to its Personal Data. The principal rights include:
(a) Where the GDPR applies: such rights may include the right to ask us to correct inaccuracies in or update the Personal Data we hold about you, or to request deletion of inaccurate Personal Data; to request that your Personal Data be erased when it is no longer needed or if its processing is unlawful; to withdraw the consent you provided for our processing of your Personal Data for a certain purpose, at any time; to object to any use of your Personal Data based on our legitimate interests where your fundamental rights and freedoms outweigh those interests; to ask us to restrict or limit the purpose for which we process your Personal Data, where certain conditions are satisfied; to request a copy of your Personal Data in a portable format and, to the extent technically feasible, in a readily usable format that allows you to transmit it to another entity; to request that decisions based on your Personal Data that significantly affect you be made by natural persons, and not solely by computers; and, if you believe that our processing of your Personal Data violates applicable law, lodge a complaint with the applicable supervisory authority. 
(b) Where the IPPL applies: you will have the right to request, in writing, to review Personal Data about you kept in our database, subject to certain exceptions under applicable law. You will also have the right to request the correction and/or deletion of your Personal Data if you find that such Personal Data is incorrect and/or out of date, subject to certain exceptions under applicable law.   
To exercise any of these rights, please contact us using the details in Section 8 below. We may need to verify your identity before responding to your request.
8. Contact Information and Data Controller Details: IAI is the “controller” (as such term is defined under the GDPR or any equivalent term under applicable privacy and data protection laws) of the Personal Data of Suppliers processed under this Privacy Notice. For any questions related to this Privacy Notice and/or IAI's processing of Personal Data of Suppliers, you may contact the Data Protection Officer through IAI’s website, available here Public and Employees Requests and Complaints - IAI. 
9. Changes to this Privacy Notice: IAI reserves the right to update this Privacy Notice from time to time at its sole discretion, and such updates shall become effective upon publication in the Supplier Portal, together with the updated "Last Updated" date. Accordingly, you are advised to review this Privacy Notice periodically. In the event of a material change affecting Suppliers' rights, or where required by law, we will take reasonable measures to notify Suppliers of such change through the Supplier Portal and/or by other means.
10. Children under 18: The Supplier Portal is not intended for use by children under the age of 18, and IAI does not knowingly collect Personal Data related to children. If you believe that a child has provided us with Personal Data through the Supplier Portal, please contact us through the Public and Employees Requests and Complaints - IAI. 

